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INTRODUCTION
Izabela Albrycht

The history of humankind is inter-
spersed with cyclically recurrent wars,
calamities and cataclysms. Some
of them are unavoidable, but some
stem from decisions, neglect, or ignor-
ing pessimistic scenarios. This often
results from psychological reasons,
from the traits human nature displays
—we wish to live and behave as if noth-
ing sinister was allowed to happen
and impact our existence for the worse.
The likelihood and unavoidability
of similar events is set not only to per-
sist but, realistically speaking, to sub-
stantially increase. The present decade
of the 2Ist century, as are the dec-
ades to come, is marked by a particu-
larly complex pattern of criss-crossing
threats — military, economic, environ-
mental, social —and by a further growth
of relatively new domain bound to gen-
erate not only civilisational progress
but also emerging security challenges
— namely space and cyberspace.
Hence, the responsibility to prevent
these catastrophes or at least properly
prepare for them rests with the deci-
sion-makers. The big comeback of stra-
tegic competition among the states,
all-encompassing digital transition,
supply chain disruptions and climate
changes result in multidimensional
and multiplied challenges both above
and below the threshold of war
appearing and demanding a strategic
approach to building systemic resil-
ience. Governments and state institu-
tions have to develop resilience strat-
egies, pursue them in an even more
coordinated way, enlisting the cooper-
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ation of numerous entities, and stim-
ulate the creation of indispensable
resources and solutions. Building sys-
temic resilience requires the whole
society, administration and economy
to be involved and the cooperation
framework across many dimensions
to be set up: civil, military, national,
international, political, organisational,
and technological. In the era of vibrant
digital transformation, the last ele-
ment — technology - is crucial as it may
help achieve the primary goal, even
if it can at the same time be the origin
of unknown threats, thus requiring rel-
evant preventive measures as well.

As the third decade of the 21+ cen-
tury dawns, resilience building is now
recognised as a strategic approach
to security enhancement, asisdemon-
strated by the activities both NATO
and the European Union or individual
countriesengagein.Thesearedesigned
to build resilience in both the physical
and the digital layer. State resilience
is strengthened more and more often
with the use of digital technologies,
which make it possible to effectively
respond to crisis situations (aka digital
resilience), and with cyber-resilience,
which can answer the cyberspace-orig-
inating threats. A particular compo-
nent is societal resilience, a signifi-
cant dimension of security, in whose
case likewise two aspects can be men-
tioned. The first is the disinformation
resilience, accompanying cyberattacks
and cyberthreats, including hybrid
threats; the second represents com-
petence growth and enhancement
in the field of shared cyberspace use,
which needs hardwiring the knowledge
on digital technology usage and digital

hygiene into our “digital DNA", but also
developing the digital competences for
the future that allow the state to build
up its competitive stance in the digital
economy and security over a longer
period. Differently put, resilience
is set to impact states’ geopolitical
and geoeconomics rankings.

That is why every country is fac-
ing a major challenge in this regard.
In Poland, significant political backing
for strengthening the resilience “of the
state and its society to contemporary
threats”wasannounced in the National
Security Strategy of the Republic
of Poland, endorsed on 12 May 2020
by the President of the Republic.
It points to the need to develop “the
resilience” and the “defence abilities
of Poland” at the same time as two
components of the larger whole that
is the security system. The docu-
ment also notes that “comprehen-
sive resilience of the state to non-mil-
itary and military threats”, including
hybrid threats, requires the commit-
ment of many entities, such as “state
and local government institutions,
education and higher education enti-
ties, local communities, economic enti-
ties, non-governmental organisations
and citizens”"? The strategy stresses
the compelling need to build resilience
against cyberthreats as well, including
effectively countering, combatting,
and responding to them through rais-
ing the level of “resilience in the public
and private, as well as in the military
and civilian information systems”.

The layers and dimensions of sys-
temic resilience just listed intertwine
and prime one other, hence they are

worth having a comprehensive anal-
ysis, while the only correct approach
in state resilience-boosting efforts
is the whole-of-society approach.



FOREWORD BY THE
REPORT’S PARTNER

Krzysztof Malesa, PhD

Resilience building is a long-term pro-
cess that requires large-scale efforts
and outlays, butisalso plausibly the sole
non-military way of repelling hybrid
activities which are now a constant
in the geopolitical landscape of NATO's
north-eastern flank. The importance
of resilience is writ large in Article Three
of the North Atlantic Treaty, given
prominence in the resilience-building
declaration accepted in 2016 at Warsaw
NATO Summit, and renewed in 2021
at the Brussels Summit. Resilience
— remaining each member state’s
responsibility — is a key element that
enables allied policy of deterrence
and the mechanism of collective
defence to be pursued.

Resilience building in a member
state is not tantamount to armament.
Quite the opposite, it's the domain
of civil administration: a cross-sectional
and cross-departmental task that
demands coordination at the Council
of Ministers level. This task is also bound
to engage private entities, especially
the operatorsofessential infrastructure.

In this field, cooperation with the pri-
vate sector, often representing large
international corporates, requires that
the administration understands busi-
ness specificity and reaches a cer-
tain level of tech maturity. Resilience
strengthening in this day and age must
by bolstered by digital technology.

Theexperiencesdelineatedinthereport
provide evidence that in each of seven
resilience areas as defined by NATO
there is place for cloud computing,
machine learning, or artificial intelli-
gence technologies. The case stud-
ies included in the text prove how
much these solutions can aid our
efforts to build resilience, but they
also show the proper place of technol-
ogy in the management processes: it
should support well-devised organi-
sational solutions carried out by well-
trained, fully knowledgeable people.
These organisational solutions should
in current turbulent times be the out-
comes of daring, forward-looking deci-
sions of a political nature but not only,
decisions which brook no delay. Let's
shore up Poland's resilience while
the time allows.

1. STATE RESILIENCE
Izabela Albrycht

1.1 NATO standpoint

Building systemic resilience is one
of the priorities for all NATO mem-
ber states, derived from the Article
3 of its founding pact* and reaf-
firmed with the pledge to boost resil-
ience, agreed upon during the 2016
NATO summit in Warsaw. Resilience
is first and foremost the individual duty
of each ally, which needs to be strong
enough and able to adjust to and deal
with a whole range of crises which
that the alliance can face. The sum
of allies’ resiliences is the shared resil-
ience of NATO, while a single ally's
lack of resilience means weakness for
the whole alliance. A resilient state
is less attractive as a target and thus
contributes to the overall collective
security for the alliance. The group's
resilience, including the civil prepared-
ness of allied states, is therefore a main
goal of the NATO policy and actions.

Underscoring the importance
of resilience is more and more com-
mon and stems from the changing
nature of threats in the new geopo-
litical balance of power, as in many
aspects the shapes they take are not
only military but increasingly also
hybrid, terrorist, or cyber. Civil prepar-
edness, that is “supporting allied armed
forces by means of civil resources
and civil infrastructure in peacetime,
crisis, and wartime” > serves three basic
functions: ensures government conti-
Nnuity, the continuity of essential services
for the population, and the civil back-
ing for military operations. At NATO's
Warsaw Summit, these three central
functions were developed into seven
basic resilience requirements, to be dis-
cussed in detail in Chapter 3. Generally,
NATO policy on resilience and civil pre-
paredness is governed by the Resilience
Committee, which answers directly
to the North Atlantic Council, NATO'’s
main decision-making body, which
highlights how significant this element
of allies’ cooperation is.®

How NATO defines “resilience”

Resilience is a society's ability to resist
and easily and quickly recover to nor-
mal operation after a major shocks

such as a natural disaster or armed
attack. Resilience combines civil pre-
paredness and military capacity, whose
development is each member state's
commitment.”’

The June 2021 Brussels Summit stressed
the importance of resilience yet again,
more precisely of increasing it. The dec-
laration affirms that, despite resilience
continuing to be the duty of individual
countries, to follow a more integrated
and better coordinated approach across
NATO is a must in accordance with

the treaty obligation to reduce the vul-
nerability to threats and ensure allied
armed forces have a chance to operate
effectively, be it in peacetime, in crisis,
or in wartime. It was declared that allies
would draw up a proposal to establish,
assess, review and monitor resilience
objectives to guide nationally-devel-
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oped resilience goals and implemen-
tation plans to attain them?. It was
underscored that every ally would be
at liberty to determine how to decide
and pursue national resilience targets
and plans to attain them, so that they
would conform to a given country's —
in some cases the EU's — competences,
structures, processes, and obligations.®
In the declaration, an additional turn
of events serving as an acid test for
NATO resilience was also underscored,
namely the COVID-19 pandemic.

The NATO Madrid Summit of 2022
and the declaration issued therein
confirmed the previous importance
of resilience as both allied states’ duty
and a common like-minded countries’
obligation at the same time, one that
should be strengthened by pursuing
the targets developed at the coun-
try level and implementation plans
set up jointly within the alliance. NATO
pledged to accelerate its adaptation
in the face of security challenges across
all domains, for military and non-military
threats, boosting the cyber and hybrid
threat resilience and enhancing inter-
operability® Adopted at the Madrid
Summit, the new Strategic Concept for
the Alliance defines the role of resilience
and its importance for collective defence
and security in a similar way, as it stresses
that ensuring resilience is vital for all
essential tasks the alliance performs,
especially since it is regularly tested
by its strategic rivals and necessary
in view of Russian aggressive actions.
Resilience also forms a foundation for
protecting allies, societies, and shared
values What should be stressed
is that resilience building is correlated
in the document with the necessity
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to build the Alliance's tech advantage.?
NATO highlights the need to cooperate
in resilience building with the European
Union as an area of common interest,
but it also points out the need for coop-
eration between civilian and military
entities. Anotable novelty isthe unequiv-
ocal statement that climate changes
and their impact on security generate
risks for resilience and civil preparedness.
This was given even more prominence
in the Climate Change and Security
Impact Assessment, published during
the Madrid Summit, where it is stated
that it remains “imperative for NATO
and Allies to continue strengthening
national and international resilience,
taking into account the impact of cli-
mate change."®

1.2 European Union standpoint

The Commission has taken note
ofthe strategicimportance for resilience
in 2020 in its Strategic Foresight Report,
regarding the need to strengthen it
as a new inspiring direction in the EU
policy decision-making process" for EU
leaders that must follow from combin-
ing strategic foresight and adequate
political response given to foreseea-
ble changes and challenges as well
as unpredictable events. Resilience
building is a constant process of devel-
oping capacitieswhich can helpaddress
vulnerabilities in the system and uphold
the continuity of state functioning
and public policy goals being pursued
when facing the challenges related
to social and economic transformation.
Understood as a response to challenges
and crises, resilience must be prac-
ticed in a sustainable, fair and dem-

How the European Commission defines “resilience”

The ability not only to withstand and cope with challenges but also to undergo
transitions, in a sustainable, fair, and democratic manner.

ocratic way, all the while following
a broad, multidisciplinary approach,
or a “360-degree outlook™”®

In December 2021, the EC presented
resilience dashboard that had been cre-
ated in cooperation with the member
statesto perfectatoolforcomprehensive
evaluation of the EU and its members’
resilience. They gauge the strengths
and weaknesses in each of four dimen-
sions. socio-economic, green, digi-
tal, and geopolitical. One instrument
to strengthen resilience is to create
a dedicated Recovery and Resilience
Facility, an assistance fund within
the NextGenerationEU programme,
aiming to spur reforms and invest-
ment that serve further transformation
of economies and societies. The dash-
boards will also help monitor the pro-
gressof RFF-enabledresilience strength-
ening. At least 20% of National Recovery
Plan spending ought to be directed
to supporting the digital transforma-
tion'® In the European Commission’s
opinion, digital solutions can bolster
not only the recovery of economies
bruised by the COVID-19 pandemic,”
but also the social and economic resil-
ience of the EU states ahead of possible
upcoming crisis situations and upheav-
als. That is why RRF-related projects
will also focus on digital initiatives.
What emerges from analysing the RRF
plans for individual members states
is that many of them intend to invest

in the rollout and build-up of broad-
band networks, the digitalisation of pub-
lic administration with an emphasis
on interoperability and the once-only
principle, ongoing digitalisation for busi-
nesses aiming to improve production
processes, and in the growth of digi-
tal literacy and transition of education
systems so that they are able to rise up
to the challenges the future will bring.®
The path to achieving resilience also
leads through the investments geared
towards developing cutting-edge digital
technologies, including artificial intelli-
gence or blockchain.”®

1.3 Cyber-resilience

In the transformative processes stem-
ming from accelerated digital transition
and abrupt geopolitical changes, cyber-
security and cyberdefence play a major
role. Following years of their growing
in importance, as the war in Ukraine
broke out, they have definitely been
classified as strategic challenges for
the state and considered a building
block of national security. We had already
noticed a strong upsurge in cyberat-
tacks after the start of the COVID-19 pan-
demic, since the number of people who
had to start remote work and education
skyrocketed along with the first lock-
downs. Overnight, hundreds of millions
of people all over the world switched
fromm company-provided security sys-
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tems to private networks or devices,
predominantly with poor security
features, and began using them for
work purposes. At the same time,
a range of businesses and institu-
tions went through a sped-up digital
transition process, deploying project
management systems or cloud ser-
vices. According to a Deloitte report,?
a year on since the pandemic had bro-
ken out what saw a dynamic increase
was the number of smartphones
and computers connected to the inter-
net infrastructure which lets billions
of people stay in touch, use healthcare
services, shop online. What also grew
was the interest in devices for enter-
tainment and sports, such as gaming
consoles, multimedia streaming tools,
smart TVs, and smartwatches. Owing
to the cyberspace being filled with
a larger amount of digital components,
the “surface” which cyberattacks can
access has widened, and the cyber-re-
silience challenge has heightened.

Cyber-resilience is also a major facet
of security and defence, since offensive
activitiesin cyberspace grewto be avital
component of modern-day warfare,
as the Russian war against Ukraine has
decisively proved. And because cyber-
warfare covers operations conducted

both online and with the use of net-
works and with physical infrastructure
as the target, cyber-resilience refers not
only to networks and ICT systems but
also to the majority of physical objects
in terms of their security. Hence, resil-
ience in the globalised but also more
confrontational and complex world
will remain a never-ending issue for EU
and NATO countries, requiring constant
adjustments as new challenges come
up and inadequate security measures
are revealed, while also demanding
cooperation and coordinated action
that respond to the traits of digital chal-
lenges, marked by their cross-border
nature. The goal of cyber-resilience has
become not only to ensure operational
continuity in the digital world, but also
to prepare states, institutions, compa-
nies, organisations for unusual, unfore-
seeable events and threats emerging
from cyberspace, in the times of crisis
as well.

Under the circumstances, countries
shore up their cybersecurity by way
of building up cyber-resilience, which
appears to be a 2022 key word. Such
resilience necessitates the effort of joint
preparation for digital threats, relevant
and effective response tothem, and deal-
ing with their aftermath.

Cyber-resilience should be understood
as a capability that a given enterprise
possesses to manage a cyberattack
and its effects in a way which retains
the operational capacity. Included

in it are such elements as informa-
tion security, IT and OT infrastructure,
business processes, and organisational
continuity.”

A structure is deemed resilient to cyber-
threats when it can adjust to known
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and unknown threats, challenges,
and risks, meaning cyberoperations

and incidents we grapple with currently
as well as what due to the continual
evolution of technology is likely to come
up in the coming years. Thus, cyber-re-
silience building is and shall remain
a long-term process which depend-
ing on the circumstances - resulting
from the volatile nature of cyberspace
and cyberthreats - is going to be mod-
ified to fit the needs and challenges.
As cyberspace gets more and more
saturated with subsequent technolo-
gies and billions of networked devices,
the objective remains to fill it up with
as Mmany secure components as pos-
sible and to build the organisational
capacities. What should be widely
agreed is that cyber-resilience needs
to characterise the whole digital eco-
system; that is, it needs to be deployed
across all sectors and with the whole
chain of interlinked parts (network, soft-
ware, hardware, apps) and dimensions
(@dministration, industry, local gov-
ernments and the like) in mind. That
is why global agreements for peace-
ful use of cyberspace were attempted,
although in the current geopolitical cli-
mate signing them seems impossible.
Thus, political support is necessary for
regulations which boost further cyber-
security building and influence busi-
ness and company operations in the EU
and the transatlantic area. These ambi-
tions can clearly be seen on the EU’s
side through the accelerated work
over another iteration of the Network
and Information Systems Directive
(NIS2) or the draft Cyber Resilience Act
expected in the Q32022. On 13 May 2022,
the European Council and Parliament
came to an agreement on acceler-
ating the work on the provisions for
“high common level of cybersecurity

across the Union”, whose task is to fur-
ther increase the resilience and respon-
siveness of public and private sectors
as well as the EU as a whole".2 The initi-
ative includes the decision-making pro-
cess in terms of the NIS directive just
mentioned as well as the Directive
on the Resilience of Critical Entities with
regard to its physical enhancement.
The functioning of these entities can be
disrupted in the wake of natural disas-
ters, terrorism, or hybrid attacks, while
the public services and internal mar-
ket depend on them. The EU Digital
Operational Resilience Act (DORA)isalso
in the legislative process, a regulation
set to increase the information security
of the financial sector — banks, insur-
ers, investment businesses — through
maintaining the operational security.
In the digital realm, in turn, the Cyber
Resilience Act is slated to help build
up the security in the broadest terms,
its aim being to saturate “European”
cyberspace with more secure
devices and solutions, less vulnera-
ble to attacks, sabotage, or deliberate
action. The Commission will thus pro-
pose ‘“introducing common cyberse-
curity rules for manufacturers and ven-
dors of tangible and intangible digital
products and ancillary services”

The political impulse to strengthen
cyber-resilience was sent out in the
2020 EU Cybersecurity Strategy,
where it was considered to be among
the main areas of interest and a key
goal of action. The document states
that, thanks to pursuing the strategy,
Europe’s group resilience against cyber-
threats will be reinforced, while every
citizen and business will be able to use
trustworthy and reliable digital services
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and tools?**. This approach is likewise
visible at the member states’ level. For
instance in the Cybersecurity Strategy
of the Republic of Poland for 2019-2024.
The Strategy outlines the measures
aimed to enhance cyberthreat resilience
across information systems, operators
of essential services and critical infra-
structure, digital service providers,
and the public administration?.

As a consequence of this policy directed
at cyber-resilience strengthening, it
should be expected that EU coun-
tries will conduct an in-depth analy-
sis of their whole IT ecosystem as to its
security — the technology stack, mean-
ing what comprises it in terms of hard-
ware, software, but also service pro-
viders and human resources, and so
across the supply chain and following
the “know your supplier” policy. Such
actions should be taken at the com-
pany level but also states and interna-
tional organisations. For EU, and more
broadly transatlantic, cyber-resilience
building process, it is also paramount
to jointly develop norms, certify prod-
ucts and services in terms of their cyber-
security, and back the initiatives aim-
ing to increase software security. More
effort should also be devoted to building
a strong standing of domestic cyberse-
curity sectorsin the global value and sup-
ply chains of products and services for
the security of networks and ICT systems,
thus involving the emerging and disrup-
tive technologies (EDT) which impact
the progress of cybertechnology, innova-
tion in the economy, and defence capa-
bility. The European Commission strive
to influence the market in this regard
as well, for instance unveiling a proposal
for joint action which the Commission
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suggest the members states could carry
out in the next few years — the idea was
described in the roadmap on critical
technologies for security and defence,®
now in the consultation process.
Notably, technology development
through innovation demands cyberse-
curity and cyber-resilience assessment,
too, which is an investment in safe-
guarding the states and economies
in the long term.

Operationally, what is needed is a more
proactive security policy, one intended
to strengthen public-private coopera-
tion and to involve companies not only
more deeply, but also in a more institu-
tionalised way in building a cybersecu-
rity system within both the EU and NATO.
This is not only about implementing
the initiatives such as Shields Up from
the US, expected to mobilise companies
and help them increase their cyberse-
curity levels, but also about being open
in terms of setting up real public-private
partnerships encompassing, in the first
instance, cyberthreat intelligence shar-
ing, threat hunting, better sectoral coor-
dination on information sharing, deep-
ening this cooperation and making it
permanent, for example by creating
a network of sectoral CERTSs, cooperat-
ing in building SOCs (Security Operation
Centres), orimplementing bug bounties.
There are examples of existing partner-
ships: Microsoft's Government Security
Program or the Polish government’s
programme for cybersecurity coopera-
tion (PWCyber). In turn, it was decided
at the NATO Madrid Summit to cre-
ate a “virtual rapid response capacity
in cyberspace” based on the resources
of national allies and to further cement
the ties with the private sector.

2. SOCIETAL
RESILIENCE

Michat Krawczyk

2.1 Societal resilience
to disinformation

Disinformationis partand parcel of con-
temporary wars, conflicts, and rivalries,
thus societal resilience is an important
element of state security. The COVID-
19 pandemic and Russia's invasion
on Ukraine have multiplied the threats
coming from the information space.
Although disinformation has been
a tool for policy and military action
for many decades, recent years have
made the growing problem of infor-
mation disruption plain to see, espe-
cially the disruptive news related
to digital information spaces. The con-
sequence is a number of challenges
related to countering disinforma-
tion and strategic communica-
tion. To respond to them, many new
solutions and initiatives presented
by governments, civil society, experts,
academics, and commercial organisa-

tives to combat disinformation. Quite
a few of these initiatives are ad hoc
and focus on countering a single type
of threats or are limited to a specific
area, defined by the target group for
disinformation, the type of disinforma-
tion, or the platform through which it
is spread. Importantly, the problem
of disinformation goes beyond interna-
tional rivalries and conflicts. Indeed, it
can affect the lives of ordinary people,
as exemplified especially by the COVID-
19 pandemic and the associated info-
demic, an unprecedented wave of fake
news. In such a context, disinforma-
tion can directly affect people’s health
and, in extreme cases, even become
life-threatening. This is why the involve-
ment and intervention of public
and international institutions and oth-
ers is so significant.

The level of complexity and the breadth
oftheissueofdisinformationandrelated
threats means that its prevention must
involve a very wide range of activities,
carried out by different institutions
and organisations. Therefore, a key
issue in this context is building societal
resilience to disinformation.

This process should be understood
as collaborative, comprehensive efforts
to understand the problem of disinfor-
mation, counter it, mitigate its negative

effects, and educate, targeting whole
of society and developed by public
institutions, civil society, academia,
and the private sector.

tions have emerged. These activities
range from new strategic communi-
cation solutions, such as in the con-
text of providing vaccine information,
to legislative and technological initia-

Social resilience, to be effective, must
existsimultaneouslyatthestateandsoci-
ety-wide level. This issue has been rec-
ognised by such bodies as national
governments, NATO and the EU,
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which have underscored the impor-
tance of the problem and the desire
to counteract it with their actions.
In the so-called Reflection Group report
for NATO we can read: “NATO popula-
tions expect to be protected against
new threats such as cyber and disinfor-
mation and expect their governments,
supported by NATO, to develop tools for
attribution and deterrence. Resilience
must reside within societies as well
as the state."”

2.2 EU activities for societal resilience

The EU appears to be a key actor
in the context of combating disin-
formation, as its influence, derived
from its position on the interna-
tional stage and its economic power,
allows the Union to deeply impact
the private and public sectors. Each
of the main EU bodies, i.e. the European
Parliament, the European Commission,
the European Council, and the Council
of the European Union, participates
in this process, targeting member
states, the private and third sectors
and EU citizens. In addition to them,
the High Representative for Foreign
Affairs and Security Policy, together
with the EU Intelligence and Situation
Centre (INTCEN) and its strategic com-
munication cells, notably the East
StratCom Task Force, also play an active
role, as do the Union's hybrid threat
actors, the Hybrid Centre of Excellence
and the Hybrid Fusion Cell.

Cooperation with and attempted reg-
ulation of the private sector serve
an important role in the EU's approach
to combating disinformation. The EU
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has recognised tech companies’ partial
responsibility fordisinformationatlarge,
noting that private actors are respon-
sible for the operation of the social
media platforms on which disinforma-
tion campaigns are created and spread,
and that their algorithm-based oper-
ation enables the spread of fake news
on such a scale. The Union has openly
called on the private sector to step
up efforts to combat disinformation.
An important element of these efforts
is the 2018 launch of the EU Code
of Practice on Disinformation.?® [t
addresses five areas of competence for
increasing transparency and account-
ability in the online media environ-
ment. These comprise: increasing
the transparency of online advertising
and control over advertisers; increasing
the transparency of political advertis-
ing; intensifying the internal activities
of platforms in the area of combating
disinformation; promoting reliable
information sources; and cooperation
with the empowered research commu-
nity. This was the first self-regulatory
act of its kind to be voluntarily adopted
by the main tech giants. However, from
the outset, the expert community
and the EU itself saw the need to revise
the Code and insert stricter rules there.
This happened in June 2022, when
its second version was published.?
The new version is more detailed (it
contains 44 commitments; the 2018
version contained 21) and, according
to the European Commission, draws
on the experience of the past few years.
The main areas the Code addresses
are: demonetisation of disinforma-
tion, transparency of political adver-
tising, minimising the manipulation
methods (proactively fighting fake

accounts, bots, deepfakes, etc)); user
protection (developing tools to iden-
tify and report false content); crea-
tion of a pan-European fact-checking
network, and allowing researchers
to access data. The implementation
of the Code, which failed when looking
backatthe 2018 document, will be over-
seen and monitored by the announced
new transparency centre and a perma-
nent task force.

The European Commission  pre-
sented - and just as importantly led
to the approval of — the Digital Services
Act (DSA), a legislative proposal for
an act on digital services, regulating
their providers.*® The DSA above all pro-
vides a range of tools that can be used
to combat disinformation, particularly
by placing responsibility for disinfor-
mation on platforms. The latter will
have to operate in a more transparent
manner and, crucially, will possibly be
held accountable for failing to meet
the guidelines. The DSA is also set
to include the introduction of a user's
chance to appeal a platform’s decision
andtoseetherationale behind the mod-
eration proceedings in question.® Once
the European Parliament has adopted
the final DSA wording, the act will still
need to be ratified by the member
states’ national parliaments.

CASE STUDY - UKRAINE

The Russian invasion on Ukraine
is not limited to kinetic activities

in the military domain, but has also
included hostile activities in the cyber
and information domains. Russian

The EU also actively supports the activ-
ities of the NGO sector, mainly through
financialinstruments, includingacom-
mitment to support fact-checking
organisations in particular and to pro-
mote media literacy and high-qual-
ity journalism.*?2 Against that back-
ground, SOMA, the international
Social Observatory for Disinformation
and Social Media Analysis was estab-
lished in 2018.33 It has set up three
research centres and is developing
and promoting a network of organisa-
tions that diligently analyse the social
media.

Another example of EU cooperation
with the third sector is the European
Digital Media Observatory (EDMO)
network34 Through this network
and with the European University
Institute framework in Florence, the EU
has created a pan-European centre
with regional centres (set up by actors
from different EU countries). The EDMO
enables and facilitates the collabora-
tion of fact-checkers, media literacy
experts, and researchers to understand
and analyse disinformation.

The above EU activities to build systemic
and societal resilience to disinformation
cover all major impactful elements.

propaganda and disinformation activ-
itiesare an important part of Moscow's
art of war, while false and distorted
information is used as a tool for hostil-
ities below the threshold of war, both
against Ukraine and globally. Ukraine
has been a target of information war-
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fare for at least a decade and, build-
ing on this experience, has developed
a system of resilience against disinfor-
mation over the past years, particu-
larly in terms of cooperation between
the public sector and civil society.

Ukrainian effortsin the context of com-
bating Russian disinformation are
based on several priority areas: fight-
ing all manifestations of hybrid activ-
ities (cyberattacks, disinformation
disseminated through the media, pol-
iticians' manipulations, the Orthodox
Church’s propaganda, etc.); a strategic
approach focusing not only on refut-
ing Russian lies but also on endorsing
Ukraine's own message; and promot-
ing unity via cooperation between
the government and civil society. This
approach to the disinformation prob-
lem dovetails with the notion of build-
ing public resilience to disinformation,
particularly through the Ukrainian
entities’ focus on cooperation
between the public sector and civil
society and the desire to combat all
displays of disinformation.

From the very first day of the Russian
invasion, Ukrainian resistance
also extended to the digital world
and information space. A number
of technological solutions emerged,
introduced by the government,
private sector, and NGOs, to build
public resilience to disinformation.
As part of a joint effort by the Ministry
of Culture and Information Policy
and the Ministry of Digital Transforma-
tion, the Internet Army sprang up,
bringing together some 500,000 vol-
unteers (developers, creators, mar-

18

keters, copywriters) to focus their
efforts on, among other things,
combating Russian propaganda
online.® By involving volunteers from
the Ukrainian communities, the com-
mon awareness of the lies and tac-
tics used by the Kremlin is growing.
The previously mentioned proactive
approach to waging information war-
fare against Russia finds a manifes-
tation in the use of digital technolo-
gies. Artificial intelligence (Al) is used
within the Diia app to search for
the social profiles of fallen Russian sol-
diers from their photos.*® The profiles
thus found are then used to notify
the family of the fallen about their
death, which has a propaganda effect
in Russian society. Strategic commu-
nication plays a very important role
in this broad picture of Ukraine’s activ-
ities — reliable broadcasts to the whole
society are supported with the Diia
TV and Diia Radio applications, which
are a source of official and trusted
news, making it available even
in the absence of a TV or radio signal.*”
The ability to present reliable informa-
tion even inside the occupied zones
is a very important element of disin-
formation resistance. A chatbot called
“Mariupol now status”,*® which oper-
ates on the Telegram platform, serves
the same purpose. With its help, res-
idents of the occupied city receive
up-to-date information on the situa-
tion in the city and its districts. With
the bot's help, residents can also find
out about the status of their relatives
who they have been separated from.

As the above examples show, efficient
strategic communication and the abil-

ity to inform citizens quickly play a key
role in the reality of war. Technology
and the government's cooperation
with other sectors aid in the matter.
Only by having reliable information

can the citizen be immune to disinfor-
mation and propaganda. In the con-
text of information warfare, it is equally
important to create one's own narra-
tives, based on truth, in which tech-

2.3 Technological solutions

Building societal resilience can be sup-
ported and potentially accelerated
by external measures, including tech-
nological solutions. An important ele-
ment of increasing societal resilience
is fact-checking - the EU and tech-
nology companies highlight its rel-
evance. However, the vast amounts
of content and data published at any
given moment on social media plat-
forms make effective analysis of much
of it impossible. This problem is being
addressed by organisations developing
technological solutions to automate
some elements of the fact-check-
ing process. Automation is being
applied at most of the stages: from
attempts to introduce “live fact-check-
ing” offered by PolitiFact,* which anal-
yses videos with politicians' statements
and checks the information they pro-
vide in real time by automatically
comparing it to a fact-check database
and displaying the result on screen;
to the use of Al and machine learning
to automate the analysis of information
appearing in news outlets and catching
those that are potentially false;*° to web
searches for repeated information

nology and cooperation also assist,
examples being the volunteers from
the Internet Army and proactive
action towards the Russian pub-
lic. Only such a mix is able to ensure
the resilient public, resisting disin-
formation, and allow the true pic-
ture of the war to reach the people
in the rest of the world.

that has already been fact-checked.”
The technologies being developed
for fact-checking automation can be
an important part of outreach for these
activities and thus contribute to devel-
oping societal resilience to disinforma-
tion. New solutions should be Al-based
and address the key challenges faced
by fact-checkers, while supporting
the daily activities they perform. These
can include:

> Searching for statements or claims
worth checking.

> Detecting previously verified
information.

- Acquisition and collection
of evidence.

- Automatic fact-checking.

Such solutions should also include lan-
guages other than English, in order
to increase the potential of fact-check-
ing globally. The development of open-
source software also seems crucial
in this respect, available to all willing
fact-checkers, offering tools that do
not require technical knowledge, but
provide effective results and work
in real time. Of course, the automa-
tion of fact-checking brings a num-
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ber of risks and dangers that must be
taken into account. These may arise
from system bias, lack of sensitivity
to the context of the inspected content,
and the variety of tools through which
disinformation is spread, such as text,
video, images, word of mouth, etc. All
these must be reflected in the systems
now being honed.

The modern information space
is increasingly relying on digital tech-
nologies and the activities of social
media platforms, which are based
on Al, big data processing, and pro-
cess algorithmisation. Disinformation
mechanisms are also becoming
more sophisticated and are based
on the latest technologies, including
Al. Therefore, the response to these
threats should also involve advanced
solutions to build a secure and trusted
environment. Al technologies need
to be included in the tool and service
design for media ecosystems, allowing
users greater access to reliable informa-
tion, facilitating its creation and distri-
bution, and countering advanced dis-
information mechanisms. The last
task can be made substantially easier
through the creation of Al-based tools
for quantitative analysis, automated
web analytics, and doctored and deep-
fake content recognition. An equally
important task is to include Al technol-
ogies in the creation of citizen-facing
tools aimed to facilitate the navigation
of the information space, the iden-
tification and recognition of disin-
formation, and the fight against it.
Such solutions should include auto-
mated content analysis and tracking,
comparison of different information
sources, and context-sensitive analysis
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of the investigated content. Al technol-
ogy canalsoplayakeyroleincombating
so-called computational propaganda,
based on the operation of bots, trolls
and other automated ways to manip-
ulate discussions that unfold on social
media platforms. Countering it focuses
on detecting inauthentic web traf-
fic, so technological solutions may be
more effective than trying to automate
the assessment of news veracity. Even
so, it should be noted that at its cur-
rent development level, Al technology
serves to complement and enhance
the effectiveness of humans, who are
still a necessary element in the disin-
formation analysis process.

Automated content analysis, especially
inthe context of disinformation, isham-
pered by the particularities of individ-
ual languages, the context of the infor-
mation, the concepts of irony, sarcasm
or satire, and the need to take all these
into account when analysing the accu-
racy of a given piece of information.
Attempts to automate such activities
use the natural language processing
(NLP) technology. This is a research
field that deals with the automation
of natural-language analysis, under-
standing, and translation by computer
systems, combining Al and linguis-
tics%2 Natural language processing
is already leveraged to examine fake
news and to try to automate the detec-
tion of false information and manipu-
lation. Most commonly, such solutions
are based on analysing vocabulary
patterns, comparing them, and exam-
ining statistical correlations between
news articles.”® However, their appli-
cation has considerable limitations,
especially in the context of more

sophisticated  manipulation  tricks
based on using half-truths, irony, etc.
Thus, resources and opportunities are
needed to develop cross-sectoral pro-
jects for the use of natural language
processing in the context of combat-
ing disinformation.

Disinformation is in many cases
driven by algorithms, yet they can
also be used to limit the reach of false
and manipulated information. Many
technology companies have taken
action in this respect, successfully
reducing the number of fake news
items appearing on user walls.*4 In addi-
tion, platforms and technology pro-
viders are offering browser extensions
and widgets that make access to ver-
ified content easier for ordinary users.

Many of the risks associated with online
disinformation can be mitigated with
the blockchain technology. This system
uses a decentralised, shared, and unal-
terable ledger that facilitates informa-
tion tracking, allows any user to verify
the information, and makes it almost
impossible to manipulate information
that has already been created once.
Its potential can be used to combat
different types of disinformation, such
as deep fakes, and to build transpar-
ency into the lifecycle of digital content.
It can be applied in tracking and verify-
ing sources and the content itself, e.g.
by creating a ledger of reliable images,
photos, information, and metadata
that are published by a given publisher.
A public registry would hinder the pos-
sibility of disinformation actors doctor-
ing them. Blockchain can also be used
to certify and identify the fact-checking
process. The technology offers some

potential solutions that could be part
of building societal and systemic resil-
ience to disinformation.

Fake-news-recognition capacity build-
ing and disinformation awareness-rais-
ingrequiresthedevelopmentofeffective
ways to reach school-age people. Here,
the so-called gamification can help,
meaning the use of games and gam-
ing mechanics for education. Its use
makes it possible to maintain high
engagement, build habits and shape
desired behaviours, and create a posi-
tive learning environment. In the con-
text of disinformation, the topic is con-
stantly being explored, with new games
as well as comic strips and cartoons
released to help the youngest learn-
ers get to grips with the issue, and,
as research shows, this way of teaching
actually has the best results.*> Games
such as Get Bad News, in which play-
ers take on the role of the creators
of fake news to learn the mechanisms
behind it*¢* Fake News: The Game,
in which players have to distinguish
between real and fake news,* or Fake
It To Make It, which shows how disinfor-
mation spreaders use it to make mon-
ey,*® are just a small part of currently
available games that address the issue
of disinformation. However, develop-
ing interesting and substantive games
requires funding, access to technology
and expertise.

2.4 Other areas for building societal
resilience

In addition to the technological ele-
ments, the need to fund and support
other areas of building societal resil-
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ience is worth putting in sharp relief.
Among the most important topics are:

> Developing media literacy
and the critical thinking knowledge
and introducing it into the curricula
at each stage of public education.

» Conducting public campaigns high-
lighting the importance of the prob-
lem and presenting the mecha-
nisms behind disinformation.

» Promoting cross-sectoral coopera-
tion, including civil society and NGOs
in the disinformation-related educa-
tion and training process.

> Using “pre-bunking”, i.e. the pro-
motion of reliable and verified infor-
mation as a counter to popularis-
ing fake news. In this way, the user
becomes resilient to manipulation
and fake news that they may come
across later. This is a kind of “inoc-
ulation” against disinformation
and is promoted as a counter to tedi-
ous and inefficient fact-checking.

> Underwriting cross-sectoral research
on disinformation and ways to coun-
ter it. This process should involve
experts, researchers, academics,
the public sector, and the private
sector. Research on disinformation
requires thinking about different
factors: technological, psycholog-
ical, social, economic, etc. Hence, it
is crucial to develop research that
includes all of them.

- Developing new technologies with
the "human-based approach” hard-
wired, taking into account human
rights, inclusivity, and user security
right from the production stage.

Building societal resilience to disinfor-
mation is the only way to effectively
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fightdisinformationandrelated threats.
It must involve education, legislative
action, private market regulation, busi-
nessinitiatives, the development of new
technologies, and the activities of NGOs
and expert organisations. The EU has
grasped it, in recent years develop-
ing activities in each of these areas
and cooperating with the above-men-
tioned sectors and member states.
One of the key elements of building
societal resilience is to leverage new
technologies to develop solutions
and implementations that are useful
in various areas: education, fact-check-
ing, platform use and management.
In all of them, this process has already
started, and there are many initiatives
related to the use of the latest technol-
ogies in this context and implementing
the ways to apply them they have been
mentioned in this chapter. However,
this is only the beginning for the soci-
etal resilience building process, which
requires further development, funding,
and research, not only across new tech-
nologies. It is worth noting that con-
fining the fight against disinformation
to technological solutions isimpossible.
These can only complement human
action and support individual parts
of the broad approach to the prob-
lem summed up as societal resilience
to disinformation.

3. NATO’S SEVEN
BASELINE
RESILIENCE
REQUIREMENTS

Izabela Albrycht, tukasz
Gawron, Maciej Goéra, Michat
Hampel, PhD, Stawomir Lazarek

Since the upcoming decade is shaping
to be a time when security will become
anoverarching priority forgovernments
and influence the design of other pub-
lic policies, first and foremost the resil-

ience goals set by NATO at the Warsaw
Summit are worth a look. Heads
of states and governments pledged
to strengthen resilience,” in particular
by working towards individual mem-
ber states meeting the Seven Baseline
Requirements for resilience.

The NATO Civil Emergency Planning
Committee (CEPC) has developed
a set of evaluation criteria®* for
each of the seven requirements so
as to standardise the methodology for
assessing the implementation level
of the allied guidelines and the overall
resilience of member countries. NATO

The NATO'’s Seven Baseline Resilience Requirements are*:

1. Assured continuity of government and critical government services
(the ability to maintain state decision-making in times of escalating crisis,

including political-military crisis).

2. Resilient energy supplies, e.g. contingency plans and backup energy
sources (internal/domestic and external/foreign).

3. Ability to deal effectively with uncontrolled movement of people, e.g.
capacity to navigate refugee movements so as not to conflict with move-

ments of armed forces.

4. Resilient food and water resources, e.g. ensuring food resources are
protected from disruption and sabotage.

5. Ability to handle incidents with mass casualties and disruptive health
crises, e.g. ensuring the capacity of the civilian health system to deal with
large numbers of casualties, including medical supplies.

6. Assured civil communications systems, e.g. ensuring continuity
of operation of communications and telecommunications systems during
an emergency, including an adequate stock of back-up supplies.

7. Resilient transport systems, e.g. ensuring freedom of movement for armed
forces (including VJTF, or a high-readiness units), disruption-proof information
systems to support the functioning of the country’s transport system.

* https:/www.nato.int/cps/en/natohg/topics_132722.htm [online: 30.06.2022].
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CEPC working groups are support-
ing member countries in developing
these guidelines. The aim of the report
will be to analyse the use of digital
technologies to strengthen resilience
in the seven areas and, as a follow-up,
to develop takeaways that indicate
opportunities to use digital gains
to build resilience.

3.1 Assured continuity of government
and critical government services
Izabela Albrycht, Maciej Géra

The list of seven baseline requirements
that NATO countries have commit-
ted to meeting begins with “continu-
ity of government and critical state
processes’”.

Continuity of government is a coordi-
nated effort across the executive, leg-
islative, and judicial branches of gov-
ernment to ensure the management
and delivery of core state functions
continues before, during, and after
an emergency.” The issue of ensur-
ing the continuity of state authority
and administration is a broad and mul-
tidimensional concept. In the United
States, the foundations for the continu-
ity of government - ensured by provid-
ing Continuity of Operations, Continuity
of Government and Continuity
of Constitutional Government - are
the National Essential Functions, which
cover eight issues: preserve the consti-
tutional government, provide visible
leadership, defend the country, main-
tain foreign relations, protect the home-
land, provide emergency response
and recovery, maintain a stable econ-
omy, and ensure the operation of crit-
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ical government services.>?> The plans
that determine the fulfilment of stat-
utory tasks in public administration
in times of crisis should be developed,
exercised, and reviewed not only cen-
trally but also at local and regional gov-
ernment levels and should be flexible
and scalable to respond to threats of dif-
ferent form and scope and at different
points of impact. The basis for devel-
oping such plans is the identification,
analysis, and evaluation of risks and risk
resilience assessments in the dimen-
sions of logistics, finances, human
resources, information, time,
and quality/effectiveness.s

In order to cope with the multidimen-
sionality of the resilience-building
process, one of the most important
tools helping to develop crisis man-
agement plans are models and simu-
lations that invent scenarios for given
risk situations arising and allow them
to be tested. In this sense, models are
abstract descriptions of objects taking
into account their characteristics, while
simulations are calculations of their val-
ues and visualisation of the results using
a computer.> The fusion of modelling
and simulation reduces the need for
manual analysis, allowing different sce-
narios of situations with varying param-
eters to be examined and, following
their analysis, appropriate action plans
to be prepared. Modelling and statis-
tical methodologies are widely used
by governments around the world
to support the authorities’ operational
and political decisions in complex envi-
ronments® such as finance, energy,
logistics, and transport. An important
use case for these technologies in terms
of maintaining continuity of govern-

ment is biological modelling related
to virology and disease transmission,
which gained prominence during
the SARS-CoV-2 epidemic and was used
by many countries to create public pol-
icies in the midst of the pandemic cri-
sis. The building blocks of modelling
and simulation, which allow the appro-
priate scenarios to be explored, are tech-
nologies such as the Internet of Things
(loT), the big data extrapolated from
them and the so-called artificial intel-
ligence (Al) algorithms responsible for
processing them.

With regard to the determinants of plan-
ning and responding to a crisis, the cen-
tral role of management (understood
as a decision-making process, in this
case taking place under time pressure)
in situations requiring the restoration
of government operation continuity
becomes clear. Meanwhile, information
resources and their collection, process-
ing and restoration capabilities, which
should be considered a strategic attrib-
ute of security systems and a compo-
nent of critical infrastructure systems,
serve a key role in the management pro-
cess.S® Such data should be adequately
protected against unauthorised access,
theft, modification, and destruction.
Therefore, in Poland’'s National Critical
Infrastructure Protection Programme,
the minister in charge of digitalisa-
tion is responsible for the system that
ensures continuity of public adminis-
tration operations (just as for the com-
munication system and information
and communication network system).5”
Cybersecurity and the latest solutions
in this field are thus key factors in main-
taining data integrity.

At the same time, the state's digi-
tal assets, especially those on which
the functioning of key areas of the state
depends (internal and external security,
public finances, social security, health-
care, communications, energy), must
also be protected from physical threats.
This dimension of resilience as securing
the digital continuity of the state has
become a critical element of state secu-
rity and sovereignty, especially in light
of Russia's armed attack on Ukraine
and the threat of further escalation now
or in the future. The prevailing military
dimension of the conflict has reminded
decision-makers that resilience must
also include the aspect of physically
securing data and digital infrastructure
elements. Therefore, more and more
countries are asking themselves how
tosecuredatacentresstoringdigitalstate
records and key digital data of vital eco-
nomic and administrative importance
in case of military threats, such as a mis-
sile attack or other events with physical
conseguences. Additionally, it must be
assumed that the threat to the security
and integrity of data physically located
only on the territory of countries adja-
cent to Ukraine will persist for at least
as long as the Russian Federation pur-
sues an imperialist and revisionist geo-
political policy. Natural catastrophes
resulting from ongoing climate change
should also be considered an equally
important danger. In this context,
the idea of a “data embassy” deserves
attention. This is a secure storage facility
for key state data, including copies of key
state records in the event of damage
or loss to domestically processed data.
These embassies, the data they hold,
and the infrastructure in which the lat-
ter would be stored should all be placed
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under the jurisdiction of their respec-
tive countries, covered by the same
legal guarantees as data and servers
in the home countries, and situated out-
side the potential theatre of war.>®® Adata
centre with state-of-the-art security,
integrated with the government cloud,
located under a ratified international
agreement in Luxembourg, was already
launched by Estonia. It stores encrypted
backups of the country’s digital data
in case of attack — digital and physical.

Another way of collecting, process-
ing, and reconstructing data, which
can significantly influence building
the resilience of states — understood
both classically and through the lens

CASE STUDY

Just how important a role the cloud
plays in maintaining continuity
of public administration was demon-
strated by the events in Ukraine tak-
ing place in late February 2022, cited
by Microsoft's report Defending
Ukraine: Early Lessons from the Cyber
War. Prior to the war, Ukraine's Data
Protection Law prohibited state
authorities from collecting and pro-
cessing data in non-governmental
clouds, meaning that the state’s dig-
ital infrastructure was collected
on servers housed in government
buildings. Recognising their suscepti-
bility to both kinetic and cyber activi-
ties, a week before the full-scale esca-
lation of the conflict the Ukrainian
parliament passed an amendment
that allowed data to be migrated
to the public cloud. Within 10 weeks,
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of cyber-resilience — in terms of conti-
nuity of government operations dur-
ing a crisis, is the evacuation (de-local-
isation) of state records to the cloud.
As defined by the US National Institute
of Standards and Technology, cloud
computing is a model for enabling
ubiquitous, convenient, on-demand
network access to a shared pool of con-
figurable computing resources that
are available over a network® Such
a solution allows the investment in spe-
cific physical assets, such as servers,
to be skipped, and technology services
to be flexibly accessed, which is crucial
in the event of threats that could poten-
tially interrupt the continuity of govern-
ment operations.

critical data and processes of more
than 20 ministries and 100 state agen-
cies and state-owned companies
were transferred. This protected them
from destruction, as among the early
targets of Russians’ missile strikes
and cyberattacks (using wiper mal-
ware deployed for destructive pur-
poses) were precisely the Ukrainian
government data centres.®® According
to George Dubinsky, Deputy Minister
of Digital Transformation of Ukraine,
more than 150 state registers have
been moved to the cloud since
the beginning of the war.® Ukraine
has also signed an agreement with
the UK on cooperation between
the State Archival Service of Ukraine
and the UK National Archives con-
cerning the temporary transfer
of cloud storage and digital backups
of Ukrainian state archives in case
of their possible loss.%?

Anotherimportantcomponentofbuild-
ing cyber-resilience is the so-called
panic button or emergency button.
Such a solution should be used in sit-
uations of threat or state officials’ ina-
bility to discharge the functions
and ought to perform several roles:
alert the relevant persons and ser-
vices of the crisis situation and track
the position of the affected person, ini-
tiate the process of ensuring the con-
tinuity of state administration through
the implementation of crisis response
plans; finally, initiate the encryption
and transfer procedure for the data
which the person using this service
is accountable for. Buttons should
function as part of internet networks,
using data transmission protection sys-
tems such as end-to-end encryption,
and independently, such as via radio
waves. Panic buttons should be inte-
grated with decision-supporting appli-
cations in the event of emergencies.

One of the basic safeguards against
the loss of state administration continu-
ity is also the preparation of alternative
venues for the operation of state units.
Such a safeguard allows for the imme-
diate resumption of operations follow-
ing a disaster.®® These venues should be
both physical, equipped with devices
that help pursue the statutory activi-
ties (power generators, ICT equipment,
Internet access, etc.), and virtual, help-
ing in remote coordination of activities
from anywhere. The latter should also
be strongly protected against potential
integrity breaches.

3.2 Energy supplies
tukasz Gawron

The services that ensure society's
access to stable energy sources are
among the most vulnerable parts
of critical infrastructure. Today's econ-
omy relies on a stable supply of elec-
tricity, gas, and oil, with any disruption
in supply possibly spelling catastrophic
consequences for society, the economy
and national security. For this reason,
ensuring the security of installations
thatdistribute or processcritical energy
resources is a priority. In the digital age,
in addition to issues related to physi-
cal security and adequate infrastruc-
ture protection against natural dis-
asters, terrorist attacks, or acts of war,
the topic of ICT security is becoming
increasingly important.

The worries about adequate secu-
rity of energy infrastructure can be
seen in the regulations adopted at EU
level. The NIS Directive sets out meas-
ures to achieve a high level of net-
work and information system security
among Operators of Essential Services.
Any enterprise identified as an OES
by a given country must implement
a sufficiently high level of cyberse-
curity in the organisation to prevent
incidents, react to them appropriately,
and above all maintain business con-
tinuity and rebuild the operations.®
In Polish legislation, most large energy
supply companies are listed in the cata-
logue of Operators of Essential Services
and the 2018 national cybersecurity
system act 2018 (as an transposition
of the NIS Directive) imposes rele-
vant obligations on them with respect
to strengthening cybersecurity capa-
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bilities.®® In addition, the emergency
management act of 2007 identifies
energy, energy commodity, and fuel
supply systems as parts of critical infra-
structure.®® These examples show that
actionatthe EU and individual member
state level places particular importance
on the protection of energy supply,
on the one hand, while it increasingly
forces them to place greater emphasis
on ICT security, on the other. In connec-
tion with building the cyber-resilience
of energy supply organisations, we can
distinguish two spheres: technological
and organisational.

The technological sphere refers
to the issue of implementing appro-
priate cybersecurity solutions that
enhance the  overall resilience
of an organisation’s ICT systems.
This can refer to both physical hard-
ware (hardware) and software (soft-
ware). However, it should be noted
that energy companies rely heavily
on industrial operational technology
(OT) systems in addition to the use
of a classically understood IT infra-
structure. IT and OT layers work com-
plementarily, so an important issue
that cannot be forgotten is monitoring
the security at the interface between
IT (i.e. the business layer) and OT
(the industrial layer) systems.®”

Cyber-resilience building solutions
in the energy sector will hardly differ
from other solutions used by the com-
panies from another sector. Of these,
certain topics exist that should be
implemented with particular care
to address cybersecurity, e.g. network
infrastructure security and monitor-
ing, end-device protection, network
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segmentation and encryption, remote
access security, or workstation security.
On the other hand, special attention
needs to be paid for the security of OT
installations, which, due to their specific
nature, require a different approach
to security and therefore other resil-
ience-strengthening technologies.

A particular issue coming to the fore
recently is security at the interface
between IT and OT networks. It is obvi-
ous that IT and OT operate differently
and have different objectives and risks.
However, as digital systems will connect
to industrial systems, they will simul-
taneously be exposed to more cyber
threats. Industry experts predict that
IT-OT will only continue to converge.
This means that OT administrators
should make every effort to understand
the IT environment and vice versa.®®
New technologies can support both
environments, and one innovative solu-
tion in this area is a probe that monitors
threats across the industrial network.

However, cyber-resilience building
cannot be based on technology issues
alone. In the context of building energy
sector resilience, as in any other sec-
tor, organisational security issues are
an important aspect. Organisational
security is understood to mean specific
information security policies, the model
of cybersecurity systemm management,
risk estimation methodologies, pro-
cesses, or low-level building of a cyber-
security culture within an organisation.
Even the best and most bleeding-edge
technologies won't be able to stop
an attack and strengthen an organ-
isation if they are not properly man-
aged and the people responsible for

CASE STUDY

IDSs (Intrusion Detection Systems) are
solutions designed for monitoring IT
networks and able to successfully ful-
fil their role in OT. Modern probes are
distinguished by the use of dedicated

predictive-analytical models that
adapt to any network configuration
using machine learning and artificial
intelligence methods, due to which it
is able to correctly detect anomalies
and threats in the network. This tool

security are not properly trained or do
not have their roles properly assigned.
Therefore, technology security should
always go hand in hand with organisa-
tional implementations, and the staff
responsible for this area need to be
trained regularly. International stand-
ards and frameworks can be helpful
in building organisational resilience,
such as:

> 1SO27001 - contains requirements
for an information security manage-
ment system (ISMS); using it enables
organisations to manage in various
ways the security for assets such
as employee data, data entrusted
by third parties or intellectual
property.’®

> NIST 800-82 - provides guidance
on securing Industrial Control
Systems (ICS).”

> 1SO 22301 - describes the structure
and requirements for implementing
and maintaining a business continu-
ity management system.”

is capable of monitoring, detecting,
inventorying, and reporting on even
the most advanced attacks passed
against enterprises.®®

This type of tool can be particu-
larly applicable in companies whose
scope of operations is mostly indus-
trial automation systems. This cata-
logue includes a large part of critical
infrastructure, in particular transport,
energy, or drinking water supply.

Energy supply is a subject where
another key property must be a perma-
nent fixture, namely business continu-
ity and recovery from disruption. In this
context, it is a priority from the point
of view of energy suppliers to create
a business continuity plan, including
the development of procedures with
theresponsibility delineation, the devel-
opment of procedures for restoring
key processes, the identification of key
information systems, as well as the cre-
ation of appropriate communication
procedures and the like.”® Cloud solu-
tions are a particularly helpful tech-
nology in the context of business con-
tinuity and disaster recovery. Disaster
recovery using the cloud is a combi-
nation of cloud adoption strategies
and services designed to back up data,
applications, and other resources
in the public or service-provider cloud.
Inthe event of a disaster, the data, appli-
cations, and other resources affected
can be restored to the local data centre
— or cloud provider — and normal busi-
ness operations can resume.’
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Cloud disaster recovery (CDR)
is a service that allows system data
to be processed, stored, and recovered
on a remote cloud-based platform.

Cloud-based data recovery has several
significant advantages over classic
on-premise recovery:

> There is no need to purchase phys-
ical hardware and software to sup-
port critical operations.

3.3 Ability to respond to mass uncon-
trolled movement of people
tukasz Gawron

Crisis situations such as natural disas-
ters or armed conflicts invariably trig-
ger uncontrolled internal or interna-
tional migrations. Particularly in times
of armed conflict, the awareness of how
to deal with crisis situations is crucial
for building resilience and security
of the state and its citizens. Properly
prepared and, most of all, well-distrib-
uted information on rallying points,
shelters, migration routes, etc., will build
awareness among the public and pub-
licise good practices on how to behave
in emergency situations. Adequate
education can help to make emergency
management more efficient and mini-
mise the risk of hazards and uncon-
trolled population movements.

In this age of technological advances
and widespread internet access, social
media is an ideal channel for communi-
cation and education. Some of the key
factors determining the sensitive role
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> CDR scales up easily according
to one’s needs.

> It is more cost effective.

> Cloud-computing disaster recovery
can be performed in minutes from
anywhere - all the customer needs
is an internet-connected device.

- Backups can be stored in mul-
tiple data centres spread across
the globe.

> Cloud provider can quickly iden-
tify and correct any problems
or errors.””

of social media, in addition to univer-
sal access, are the pace of information
spread, the ever-increasing number
of users and the multiplicity of com-
munication channels. Social media also
allow for continuous two-way commu-
nication and 24/7 message following.’®
Still, it is important to bear in mind
an important threat, a sort of side effect
to the social media specificity, namely
disinformation. This is why the need
to build societal resilience, as discussed
in chapter two, is so vital. Building resil-
ience in the context of uncontrolled
migration must start with education.
Technology, which is an information
distribution channel, is just a tool that
can be counterproductive without
proper awareness.

Crisis situations, including wars, always
have the effect of causing uncontrolled
internal and international population
movements. For the uniformed services
and the state apparatus, this is a huge
challenge, but one that can be taken up
with new technologies.

CASE STUDY

The Russian-Ukrainian war resulted
in refugees mass-migrating to neigh-
bouring countries, mainly Poland,
Slovakia, Hungary, as well as the Czech

Republic. As the war broke out
and the refugee crisis started,
the Ukrainian Embassy in the Czech
Republic together with a business
partner prepared a virtual assistant for

Another challenge for central and local
governments in managing the influx
of migrants or refugees is the matter
of integrating them into the national
administration so that they can use
the public services available in the coun-

CASE STUDY

A few weeks after Russia’'s aggression
against Ukraine, the Polish govern-
ment made it possible for refugees
to obtain a PESEL number, which
entitles them to health or education
services in Poland, among other ben-
efits.”® In addition, the Polish govern-
ment reached an agreement with

Not every citizen has access to the inter-
net anyplace, anytime. Therefore, gov-
ernment information reaching the cit-
izens during a crisis or preparing them

CASE STUDY

RCB Alert is an SMS emergency alert
system operated by the Government

Ukrainiancitizens,whichassistedthou-
sands of refugees arriving in the Czech
Republic when it came to registration,
visa, employment, travel, or legal ser-
vices.”” Virtual assistants and chatbots
have become a popular tool to sup-
port servicing large numbers of peo-
ple in a short time, greatly simplify-
ing formal issues related to residence
in a foreign country.

try — offices, health services, public trans-
port, etc. — as quickly as possible. In addi-
tion, the registration of people arriving
in a country is also a security issue, so
keeping adequate records is an impor-
tant element.

the Ministry of Digital Transformation
of Ukraine and made it possible for
refugees to integrate the Ukrainian
government mobile application Diia
with the Polish e-gov application
mObywatel. Thanks to this partner-
ship, Ukrainian refugees have access
to their digital wallet in Poland, too,
and can take full advantage of the Diia
functionalities.”

for extreme situations should also be
distributed through other mass media
channels, i.e. radio, TV, last but not least
text messages.

Security Centre. Rolled out in 2018,
the system is designed to inform
citizens of a country or a particular
region about potential life-threaten-

31



ing phenomena like natural dis-
asters. Any citizen with a working
and network-connected phone
receives information about extreme
weather events with brief instruc-

tions on what they should do
at the moment. Such a system does
not require an Internet connec-
tion to be present or an app to be
downloaded.®®

3.4 Food and water resources
Maciej Géra

Water and food access issues are
the challenges that the developed soci-
eties of today have never had to face
in recent decades. However, increas-
ing tensions on the international stage,
climate change, the rising population,
and the rapid digital transformation
have resurfaced a growing threat that
these basic assets, whose availability
is one of the elements of critical infra-
structure, will become scarce.

In recent years, we could observe
cyberattacks launched against food
producers, with the most famous one
targeting JBS S.A., the world's larg-
est meat supplier. Ransomware mal-
ware , i.e. blackmail software, that
was used, shut down JBS S.As oper-
ations in the United States, Canada,
and Australia, and the company had
to pay USD 11 million in Bitcon in order
to unblock its systems.® Water treat-
ment systems have also been subjected
totargeted attacks. Forexample, in 2021,
a hacker gained access to a water treat-
ment facility in Oldsmar, Florida, trying
to poison water resources by increasing
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Such a simple system can also
find its use during armed conflict
and the resulting uncontrolled migra-
tion. Simple text messages sent from
government services and adminis-
tration would notify citizens about
the place of refuge, the services avail-
able in a given region, or tips on for-
malities related to, for example, bor-
der crossings.

the level of sodium hydroxide (lye) from
100 parts per million to 11,100 parts per
million. Luckily, the malicious attempt
was thwarted by the plant operator
before the toxic level of lye entered
thewatersupply.®2In 2019, the American
Water Works Association named cyber
risk the top one threat to the U.S. water
supply sector. Certainly, similar threats
exist in Europe, too.

Due to their specificity, these critical
infrastructure elements are particu-
larly vulnerable to cyberattacks. Water
and food are basic resources, and their
absence or contamination affects not
only end-users, but also entire supply
chains. Mass production of food, pro-
ductioninindustrial,energy,and chem-
ical sectors, the functioning of health
and emergency services and many
other sectors of the economy and crit-
ical public services is impossible with-
out accessto treated water. At the same
time, access disruptions to drinking
water in the summer put atrisk not only
crops and livestock, but also endanger
human health and life. On the other
hand, interruptions in the supply
of basic nutritional products, such
as grain, affect the availability of fodder

and, by extension, of meat and dairy
products. At the same time, these areas
are particularly vulnerable in specific
periods of time; in the case of the food
industry, hacking intelligent agricul-
tural systems during the sowing or har-
vesting period will result in shortages
of agricultural products throughout
the year, with disastrous consequences
for the entire economy and food secu-
rity. Finally, there are also “classic” prob-
lemsinthisareaofcritical infrastructure
which digital technologies can address:
food waste, cancellations of contami-
nated batches of products, low produc-
tivity of some areas of agriculture, logis-
tics problems, transportation issues
or climate change. These technolo-
gies are used in the Supply Chain Risk
Management (SCRM) process which
encompasses a wide array of strategies
to identify, assess, mitigate, and mon-
itor unexpected events or conditions
that may, usually adversely, impact any
part of the supply chain.®

One of the most widely used solutions
in the field of food safety is blockchain
technology. Blockchain is a digital,
decentralized, and distributed ledger
that saves and adds transactions
in a chronological order to create
immutable and tamper-resistant
records.® In the food safety research
field, blockchain technology is mainly
used to ensure that data generated
in the food production process is not
falsified to corroborate product safety,
enhance food traceability, and increase
consumer confidence in food safe-
ty.8> Considering the specific charac-
teristics of this technology, including
the impenetrable and dispersed nature
of the ledger, it ensures that in times

of crisis the information provided
to state authorities during a poten-
tial food crisis is reliable, allowing for
better planning of preventive actions.
In this context, blockchain technology
isintegrated with the Internet of Things
devices, which regulate, among others,
the safe storage and transport of food.

Artificial intelligence (Al) is another
technology that allows for increasing
food supply chains resilience. Al ena-
bles crops to be enhanced by improv-
ing harvest yields, increasing the num-
ber of valuable databases on food
production processes and analysing
variables such as weather, humid-
ity, soil composition, pesticides used,
and the price of semi-finished prod-
ucts.® It is also widely applied to opti-
mize the energy resources used; food
production is an energy-intensive
process, and appropriate algorithms
can help reduce the demand for it.
An important aspect of using Artificial
Intelligence  involves  determining
appropriate food transportation path-
ways that will minimize fuel consump-
tion, and thus reduce greenhouse
gas emissions, enabling food to reach
end-users as quickly as possible. Al was
a key technology that helped optimize
alternative routes when the Suez Canal
was blocked in 2021.87

Bearing in mind the critical and increas-
ingly important role of food resources,
their precarious nature, vulnerability
to attacks and natural disasters, tech-
nologies such as Al, big data, blockchain
and the Internet of Things allow for
the appropriate optimization of these
elements of critical infrastructure
and develop civil resilience to threats.
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3.5 Ability to handle incidents with
mass casualties and disruptive health
crises

dr Michat Hampel

Mass casualty incidents occur rarely,
but in relation to their mass character
they are a burden to the healthcare sys-
tem in a way that far exceeds the norm.
Our actions, eg. ensuring the capac-
ity of the civil healthcare system along
with the stock of provisioned medical
supplies, should consist of increasing
the ability to react to the incidents of this
kind in a controlled and adequate way.

The primary division among similar
events is one that distinguishes mul-
tiple-casualty and mass-casualty inci-
dents. A multiple casualty incident
happens when there are many injured,
but the particular need for immediate
medical help and rescue actions does
not overwhelm the available resources
and means of the rescuers present
onthe scene. In contrast,a mass casualty
incident occurs whenever the needs
exceed the operational capacities there,
in terms of the resources and means
the acting services have at their disposal.

Using modern technologies can make
the reaction markedly more efficient
in emergencies and situations where
non-standard extent of help is needed.
The emergency medical services
and civil protection system ought to be
equipped with such tools as central data-
base for resources and means availability
in a given area, with the ability to deploy
them with immediate effect. A national
emergency management centre with
its branches in every province seems
like an appropriate structure to tackle
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extraordinary situations, of which mass
casualty incidents are a subset.

What should be active is a centralised
system gathering data on services' avail-
ability and resources, updated in real
time, including the police, fire services,
healthcare, and others. The informa-
tion on medical entities should include
the details on the availability of places
in individual hospital wards from a given
region,with a particularemphasison sur-
gery units, ICUs, and hospital emergency
department occupancy levels. Coupled
with additional data, such as operating
theatre availability and specialised care
capabilities, such information would
increase the efficiency of care provided
and would make help more adequate
and not delayed in any respect. A major
topic vis-a-vis mass incidents, in which
due to a heavy load on the system short-
age of care, including basic care, can be
observed. It is thus vital that a patient
is taken at once to a facility where they
will find help with no delay, the aid will
follow standards of care, and the recip-
ient hospital will have the proper infra-
structure and an empty bed at its
disposal. With this, we can avoid strain-
ing the resources of individual medi-
cal centres and the situation in which
delay in care provision might impact
the patient’'s chances of survival.

Such a system should be integrated
with other services' systems, and infor-
mation about the mass casualty inci-
dent should give rise to launching
the actions of relevant services — and,
should their means and resources be
temporarily limited, give the adjacent
regions an opportunity to be engaged.
An emergency management centre

and the relevant services should have
the capacity to geolocate individual
units in real time with the type of unit,
staff, abilities being listed and to deploy
tools of direct contact.

Importantly from the perspective
of public safety and appropriate reac-
tion to mass casualty incidents, what
should be developed is an application
for citizen with the functionality of sig-
nalling a dangerous situation (a mass
accident, a terrorist attack, an explosion),
which can significantly shorten the time
of informing the relevant services. Such
anappshould givethe possibilitytomake
everyone near the incident aware that it
occurred, relay information on the need
to prepare for evacuation or directly
on its commencement. Taking into

CASE STUDY

Among millions of Ukrainian refugees,
there exist people for whom the out-
break of war cut short the treatment
started in Ukraine. These people most
often are not in possession of med-
ical records, which were destroyed
in acts of war. Nor is there a possibil-
ity of recovering records from bom-
barded Ukrainian hospitals. In such
cases, many time-consuming test
and examinations have to be done
from scratch and risky decisions have
to be taken, especially regarding
a suddenly interrupted oncological
treatment. Such a situation is a det-
rimental influence on the patients’
health. The states of affairs just
described shows how big the impact
of delocalisation on data security is.
In the cloud computing technology,

account the present-day public trans-
port system, the Underground, urban
transportation, and other carriers that
use apps to arrange rides, what should
exist is the ability to centrally restrict driv-
ing near the hazard area and the spot
oftheincident. Thiswould greatly reduce
the risk for third parties and increase
the efficiency of rescue action con-
ducted directly on the spot. Bearing
in mind the current situation related
to the war in Ukraine and the resulting
dangers, the app should also include
information on the closest shelters,
medical care points, aid facilities.

Such a system should also itemise ware-
houses and their supply stocks relevant
for mass casualty incident occurrence.

the data is stored in the so-called avail-
ability zones - physically isolated loca-
tions within the region of cloud service
operation. The physical separation
of AZs ensures cloud resilience to local
failures, natural disasters, or extreme
emergencies such as a bomb going
off or a rocket striking down. Each
item of information stored in the cloud
is synced simultaneously in three AZs
connected in an efficient network.
The cloud computing technology
can not only safeguard the security
of medical data but also greatly ease
access to such data. Combining data
processing centres into a global eco-
system enables clients to use them
at any point on the globe. Medical data
can in this setup follow the patient,
with the cloud provider taking a large
part of responsibility for its protection
over from the hospital.
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3.6 Ensuring civil communications
tukasz Gawron

Fast and reliable telecommunications
are the foundation of today's digital
world. Currently, most of the population
has access to telecommunications net-
works or wireless Internet. The Internet
underpins the operation of many gov-
ernmental administration systems,
the military, critical infrastructure
and other types of services. Therefore,
strengthening the cyber resilience
of telecormmunications infrastruc-
ture should be considered critical for
increasing the resilience of the entire
state. Moreover, just like energy sup-
ply, communications are considered
a critical infrastructure of the state
and any disruption of communica-
tions, especially in crisis situations, can
have catastrophic consequences for its
functioning. This approach is reflected
in the announcement made by NATO
defence ministers in November 2019.
The member states agreed to revise
the basic requirements of the Alliance
regarding civil telecommunications
to reflect emerging concerns about 5G
technology® and its impact on the civil
preparedness of the Alliance.

Strengthening the resilience and relia-
bility of telecommunications infrastruc-
ture is also the subject of regulation
in individual countries of the European
Union and the United Kingdom.
The Cabinet of the UK's Prime Minister
has put forward five basic principles
of telecommunications infrastructure
cyber resilience, which can also be suc-
cessfully applied by other Allies.®
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1. Look at processes and organizations,
beyond technical solutions:

- When considering resilient
telecommunications infra-
structure, great emphasis
is placed on technical solutions,
such as broadcasting stations
or mobile phones. However,
the processes and the way
in which market actors organize
themselves to respond to emer-
gency situations should be con-
sidered holistically.

2. Identify and review critical commu-
nication operations that underpin
the crisis response arrangements

» Critical commmunication oper-
ations should be identified
as the basis for crisis response
processes (e.g. designation
of appropriate contact per-
sons and exchange of infor-
mation between safety-critical
institutions)

3. Ensure diversity of your technical
solutions
> For critical operations, increas-
ing the diversity of technological
means of communication may
be considered. However, it may
be difficult to assess the true
diversity of technical solutions
due to the inherent depend-
ence of one technical solution
on another.
4, Adoptemergency “layered solutions”
> No technical solution will be
available at all times. Availability
is a consequence of system reli-
ability (related to faults and their
repair) and its ability to cope

with overload (resulting from
excessive demand). Adopting

a layered emergency approach
to the process of selecting tech-
nical solutions helps to reduce
unavailability.

5. Plan for appropriate interoperability
- Cooperation among services,
business, public administration
in order to better coordinate cri-
Sis response
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Shortly after the Russian aggres-
sion began, the Minister of Digital
Transformation of Ukraine, Mykhailo
Federov, asked the founder of SpaceX,

Elon Musk, to access Starlink’s propri-
etary high-speed satellite Internet. It
is a system of low orbiting satellites
(currently approx. 2,200) that pro-
vides Internet connection when other
communication channels are unavail-
able. Starlink proved extremely useful

Reliable telecommunications are also
indispensable for services to run their
operations in crisis situations. When
conducting rescue operationsin a poorly
urbanized areasduring a naturally occur-
ring hazard event, the services cannot

CASE STUDY

Mission Critical Network in the Box
(MC-NIB) is a solution designed for

Communication infrastructure is also
prone to damage caused by natu-
ral disasters and military operations.
Therefore, another key factor which
strengthens resilience in this respect
may be the use of alternative means
of communication, i.e. satellite com-
munications.  Satellite-based com-
munication enables fast and reliable
communication even in unfavourable
conditions. A perfect example of a suc-
cessful implementation of the solution
during an armed conflict is the use
oftheStarlinksatellite Internetdesigned
by a U.S. company, SpaceX.

when Russians began to intention-
ally destroy the telecommunications
infrastructure. SpaceX responded to
the request of Minister Fedorov and
sent appropriate terminals to Ukraine
to connect it to the satellite Internet.
Starlink terminals were first deployed
to critical infrastructure facilities: hos-
pitals, banks and energy companies®°.
Currently, approximately 150,000 peo-
ple in Ukraine use Starlink's system
every day.

take advantage of the existing infra-
structure due to the absence of or dam-
age to the infrastructure in that area.
The problem may be solved by quickly
setting up a 4G/5G portable network.

emergency services, critical infra-
structure operators and the military.
It was created to ensure communica-
tion in crisis situations, such as natu-
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ral disasters, threats to public security,
large-scale failures of telecommuni-
cations or energy infrastructure. It
is a 4G and 5G solution that provides

special connectivity for industries
requiring reliable and secure connec-
tions, such as fire brigades or the mil-
itary. It is an independent communi-

We cannot forget about ensuring
the continuity of digital communica-
tions, particularly for government enti-
ties. In the digitalisation era, maintain-
ing uninterrupted Internet access is just
as important as sustaining traditional
telephone communication channels.
During a military conflict, apart from
the likelihood of the Internet infra-
structure being destroyed, there is also
a risk of sensitive government resources
being taken over by aggressors. In addi-
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Cloud computing is a solution that
ensures the preservation of digi-
tal communications and the con-

tinuity of government services. On
16 March 2022, the Ukrainian gov-
ernment adopted a law on cloud
services which allows government
agencies to use cloud services, and

3.7 Transport systems
Stawomir tazarek

The last but not least element. Just
as an effective communication system
is the “nervous system” indispensable
to ensure military force command (for
national and allied forces), state appara-
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cation system that allows for a quick
set up of a 4G or 5G telecommunica-
tions network for use in any situation
and in any conditions, even the most
extreme ones. Portable MC-NIB can
be quickly deployed by uniformed
services, and easily fits inside a suit-
case or a backpack.??

tion, in the event of a military operation
in a state's territory, its government
administration must maintain conti-
nuity of operation. Due to such a large
number of armed conflict risks, which
have a direct impact on maintaining
the continuity of communications,
and thus the continuity of the govern-
ment administration’s work, it is neces-
sary to build cyber resilience by prepar-
ing proper contingency plans.

introduces the Cloud First principle.
The principle talks about the need to
transfer the core IT services used by
the state administration to the cloud.
This decision enabled the Ukrainian
government to easily perform its
duties while minimizing the risk of
purchasing compromised hardware
and significantly reducing budget
expenditures.®

tus management (for central and local
administration), continuity of essential
services for the state and its citizens,
and functioning of society as a whole,
the state’s transport system delivers
a sort of “circulatory system” to ensure
all of the above. In keeping with
the principle that serves as a motto for

transportation and troop movement
personnel, “nothing happens till some-
thing moves”. Importantly, it should
be noted that ensuring the Freedom
of Movement or Military Mobility
depends to a large extent on civilian
support. The military relies on civilian
means of transport, on civilian re-load-
ing capacities,andonciviliantraffic-con-
trol-related solutions. Ensuring decon-
fliction of civilian populace migrating
away from the warzone versus military
movement towards the fighting areas
hardly plays a smaller role.

Mobility and ability to move are cru-
cial for everyone. From everyday rides
of private citizens to the correct func-
tioning of global commodity supply
chains to commercial outlets and for
industrial production needs. Transport
is a factor that makes the economic but
also social life go round.

The crisis tied to the COVID-19 pan-
demic demonstrated how big
arole the transport plays and how large
the social, health, and economic costs
are of severely restricting or completely
freezing the free movement of peo-
ple, goods, and services. Maintaining
supply chains and a coordinated inter-
national approach to connectivity
and transport are key to overcoming
any crisis and strengthening the resil-
ience of states and their societies.

Nowadays, to ensure that all
the previously mentioned areas
of state and societal functions do
operate, it is essential for a country
to have an efficient transport system
that is resilient to all kinds of threats,
especially hybrid and cyber dangers.

The civil transport system in recent
years has been subject to a rapid digital
transformation. In fact, the entire trans-
port system depends on ICT support.
Traffic control and management sys-
tems in every mode of transit, freight
and passenger handling systems,
transshipment management systems
in seaports, airports, cargo terminals
are basically all dependent on mod-
ern IT systems. And this is the case
on the local, national, and international/
global scale alike. The degree of their
digitalisation is only set to increase.

The management of cargo and means
of transport, the optimisation of routes,
and the handling of orders are increas-
ingly taking place through IT systems.
This is par for the course especially for
large transport operators with a dense
interdependency network in the mar-
ket. Unfortunately, an adequate level
of cybersecurity in the IT systems
used is not the standard in transport
yet. The systems and their protections
in place against cyberattacks vary from
carrierto carrierand from one transport
infrastructure manager to another.
The transport system is characterised
by an extensive network of depend-
encies across the global supply chain.
This means that a cyberattack against
one operator automatically paralyses
the operations of its suppliers and part-
ners — a cascade effect.

Gaps in security systems and the lack
of uniform standards to protect against
cyberattacks, as well as the process-
ing of valuable data on transported
cargo —these are the main reasons why
the freight system is currently so vul-
nerable to cyberattacks. It is valuable
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and profitable for cybercriminals who
want to use the data obtained in this
way, for example for illicit (ransomware
extortion) or terrorist activities (e.g.
attacks on railway stations or disrup-
tions of military traffic). Transportation

CASE STUDY

In June 2017, a cyberattack using
the NotPetya virus unfolded, affect-
ing among its victims the Danish
transport company A.P. Moller-
Maersk —the world'’s largest container

shipping operator. The company'’s IT
systems were unavailable for several
days. During this period, Maersk was
forced to shut down part of its fleet
management and order processing
systems. No theft of sensitive data
took place. Despite this, the attack

It is worth noting that the “hostile
and intentional” actions of cybercrimi-
nals are not the sole source of threats
to the proper functioning of a coun-
try's transport system. Such threats
also arise from the vulnerability of IT
systems to “operational malfunctions -
equipment failures”, which, as the use
of certain equipment and components
from a single manufacturer can be
intensive, might even result in global
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On 17.03.2022, a disruption occurred

across Poland's rail network, affecting
19 of 33 local Control Centres equipped
by Alstom. A multinational French
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details are also used as a means of com-
petitive warfare, to destabilise or break
supply chains or to generate significant
financial losses in specific companies. It
is also an obvious target for warfare-at-
tendant attacks.

paralysed the company’s operations,
caused significant financial losses
(the operator’'s quarterly profit was
reduced by USD 300 million) and led
to disruptions in the global supply
chain as well. The incident, along with
a few episodes of a similar nature,
involving cybersecurity breaches
targeting large transport, shipping,
and logistics companies, led Thales
and Verint to rank transport as fourth
on the list of sectors most frequently
attacked by cybercriminals in 2019.24

disruptions to the movement of people
and goods. In addition, in such cases it
should be pondered (even once the rel-
evant committees and official services
deem such an incident to be a “com-
ponent failure”) whether our adversary
was potentially behind the *“failure”.
Deliberately triggering an “incident”
could significantly impede or prevent,
for example, the timely movement
of allied reinforcement units.

manufacturer of rolling stock, Alstom
is active worldwide in rail transport
markets. In Poland, it is the largest
manufacturer in the rail industry.
At first, PKP PLK and the government
plenipotentiary for cybersecurity did

not rule out the possibility of this
being the work of hackers. However,
as it turned out, the problem had
to do with the company’s software. Its
announcement reads: “Alstom con-
firms that there was no cyberattack
or security issue related to the time-for-
matting error which occurred on 17

March 2022. Time-formatting errors
are a known phenomenon.”

Another example. On 27 February
2022, the Belarusian Railways were
paralysed, which meant the trans-
port of troops and supplies became

severely hamstrung. The action was
reported at the time by the anon-
ymous Cyberpartisan Group from
Belarus. The rail traffic control system
was hacked and switched off and this
caused the need to switch to manual
control, prompting very long railroad
delays throughout the country. Nor
was this the first hacking effort target-
ing Belarusian railways. On 25 January
2022, the state carrier’s servers were
encrypted, with the demand that
Russian troops which were setting
the stage for the war against Ukraine
needed to withdraw from Belarus.
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4. STATE RESILIENCE:
THE WAY FORWARD

Witold Skomra, PhD, Eng

Until the computers and digital tech-
nologies came on the scene, all areas
of security were treated as separate
environments, with physical security
(keeping third parties away) seen as
the main goal of the actions per-
formed. The integrative potential of
digital technologies has for over a
dozen years made the security of both
organisations and whole states mul-
tidimensional in nature. In Poland,
the document that defined this is
the National Critical Infrastructure
Protection Programme. As per the
document, security comprises Six
intertwining areas. These are the
physical, technical, personal, cyber
(IT and OT), legal security, and con-
tinuity of operations. According
to the NCIPP, physical security remains
the core of this multidimensional grid
of dependencies.

The digital transition and the deep-
ening dependence of modern soci-
eties on civilisational advances and
emerging technologies means that
the approach NCIPP proposed needs
a significant correction. The transition
just mentioned is pursued in individ-
ual, group, and nation-wide dimen-
sions alike. Individually, few realise that
by using a dedicated app, they become
participants in the internal processes
of a bank, an energy supplier, or a con-
cert organiser. The nation-wide dimen-
sion of the digital transition matters
much more. The interdependencies
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in processes, Mmanaged by individual
entities both in either a standalone
or shared way, make the state a single
organisational structure requiring joint
governance. The tool-seeking process
for governing the state security can
be divided into several stages.
The stage of autonomous entities'
functioning, of system management,
and ultimately of management for
a system of systems®. The difficulty
in managing systems of systems comes
from the fact that individual users
might even be oblivious that their pro-
cesses are part of a wider structure.
Atthe sametime, even seemingly minor
disturbances in a complex system can,
via a domino or cascade effect, cause
difficult or impossible to predict conse-
guences in fields that appear unrelated.

The observation that the whole of soci-
ety starts to function as a single organ-
ism,withawholeinterweaving network
of interdependencies that put digital
technologies to use or are supported
with them, strongly calls for a change
in the strategy for building public
security. The bottom-to-top approach,
present to date, meaning that we focus
on the security of individual organi-
sations (and sometimes just of par-
ticular facilities), must be replaced
with a top-to-bottom approach.
The new strategy assumes the social
goals and the results of their dis-
ruption to be defined first, and only
later do individual entities (operators
of essential services) on this basis
adjust to the demanded availability
level for the services they offer.

An attempt to include this strategy
in legal regulations informs two

draft EU directives. These are the
NIS 2 Directive, mentioned many
times before, involving cybersecurity,
andthedraft Directive on the Resilience
of Critical Entities (CER)%, touching
on other realms of security. A regulation
tied to these two is DORA, which takes
into account the specificity of the bank-
ing sector. The three basic legal acts
along with their implementing rules
are settocreate a brand-new landscape
for building public security. The new
strategy following the drafts will be
deployed in several stages. At first,
EU member states are to identify
the essential processes and the risks
related to their disruptions. This part
of the work ends with preparing a stra-
tegic document that shows what level
of resilience to disturbance the state is
intending to achieve. In the next step,
the operators of essential services are
assigned, and in the CER Directive case,
so is the critical infrastructure these
operators are managing. An added ele-
ment in the new strategy is the com-
prehensive risk assessment process.
The process accountsfor the specificity
of particular operators, but its main
value is the administration-gov-
erned mitigation process for the risks
deemed unacceptable for state inter-
ests. At bottom, it involves individual
operators having to implement organ-
isational, technical, and security meas-
uresthatarerelevantandproportionate
to the risk they are exposed to.

To sum up, what needs to be high-
lighted is that changes in the security
landscape, coupled with the ongo-
ing tech revolution, make it necessary
to use new management strategies
for the field of public security. With

no inter- and supra-ministerial solu-
tions, attaining the appropriate level
of state resilience seems hard or next
to impossible. And such a level we
took upon ourselves to achieve as part
of the NATO alliance, by accepting
seven baseline resilience requirements.
At the same time, the first and indis-
pensable condition to build state resil-
ience when faced with the present
challenges is to have decision-makers
realise in advance the need to adjust
to the new circumstances. The pres-
ent Report is an important component
in this awareness-raising.

SUMMARY

In the current geopolitical situation,
with its attendant undertone of threats
to the national security of the EU and
NATO states, resilience needs to be per-
ceived as a holistic challenge, incorpo-
rating a military and a civilian dimen-
sion, which in these circumstances
increasingly permeate, reinforce,
complement each other. Resilience
building - in all its renditions: digital,
cyber, and societal — requires intersec-
toral and multidimensional co-opera-
tion both across individual countries
andthewholeinternationalcommunity.
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